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Introduction 
Data protection is a key challenge for IT professionals—and CIOs are challenged to bring flexibility and simplicity of true cloud for data centers 
to grow, stay competitive, and support their businesses. HPE ProLiant for Microsoft® Azure Stack is the first true hybrid cloud for IT 
professionals adopting a complete cloud strategy. 

HPE ProLiant for Microsoft Azure Stack solution is a pre-engineered, preintegrated, on-premises hybrid cloud solution jointly developed by 
Hewlett Packard Enterprise and Microsoft. It focuses on the ability to rapidly deploy a hybrid cloud environment that is fully compatible with 
Microsoft Azure Public Cloud. While customers modernize core business applications, HPE ProLiant for Azure Stack solution provides a single 
platform of resources that can be deployed as fully Azure Public Cloud ready. It enables quicker, more manageable resource deployment, 
allowing IT to support data and applications, regardless of where the data lies, on-premises with Azure Stack or in the Azure Public Cloud. 

According to IDC’s 2017 end user survey, more than 640 data center managers found that improving backup performance and ensuring 
rapid restore of critical workloads as key challenges.1 Using HPE Microsoft ProLiant for Microsoft Azure Stack solution as a primary backup 
and disaster recovery target for Azure Stack workloads can accelerate hybrid cloud adoption. 

Protecting the Azure Stack environment involves protecting two types of resource data: 

• Infrastructure Resource Data—Data for infrastructure services including all the services and microservices like Arm®, Key Vault, CRP, 
NRP, SRP, and such. This data is unique to Azure Stack and will be used to restore the infrastructure configuration in the event of an 
Azure Stack Scale Unit failure. Microsoft recommends the following: 

– Utilize the Microsoft Azure Stack process to protect the infrastructure resource data. This is configured within the Azure Stack admin 
portal. 

– Azure Stack administrator provides an SMB share, and Azure Stack will periodically write the infrastructure data to the SMB share on a 
regular schedule. 

• Tenant Resource Data includes IaaS and PaaS, virtual machines, databases, blobs, tables, and such.  

– Customers are responsible for protecting all tenant resource data. 

IT professionals and enterprise data centers ideally need a single solution for data protection and management that works with data and 
workloads whether on-premises, in public clouds, or in hybrid cloud environments. The solution should support every major operating 
system, application, database, hypervisor, and SaaS applications. 

Hewlett Packard Enterprise and Commvault have validated a solution that provides these specific benefits for Microsoft Azure Stack 
environments. The Commvault Data Platform will protect the Tenant Resource Data including virtual machines and blob storage running on 
HPE ProLiant for Microsoft Azure Stack solution. Commvault Data Platform protects applications on Azure Stack Virtual Machines with 
support for both disaster recovery and granular recovery of workloads and virtual machines to Azure Stack. Commvault Data Platform 
additionally enables workload and virtual machine migration to Azure Stack. 

HPE and Commvault enable rapid hybrid cloud backup and disaster recovery 
Leveraging HPE ProLiant for Microsoft Azure Stack solution, Commvault engineers validated the functionality of the Commvault Data 
Platform, which is designed for holistic data management, rapidly protecting data—wherever it is located. This is with native protection and 
immediate migration from wherever data is to Azure and to-and-from Azure Stack—providing the portability IT managers’ need and require. 

Hewlett Packard Enterprise, working with Commvault, has recently validated the compatibility and functionality of Commvault software to 
protect customer data within HPE ProLiant for Azure Stack solution.  

White paper goals 
The goal of this white paper is to demonstrate the ability of Commvault software along with HPE ProLiant for Azure Stack to 

1. Successfully restore/recover virtual machines back to the Azure Stack tenant 

2. Replicate a virtual machine between Azure Stack instances 

3. Successfully back up and restore blob storage data  

 
 
1 “Commvault Launches HyperScale Software, HyperScale Appliance, and ScaleProtect with Cisco UCS to Meet Scale-Out, Software-Defined, Cloud-Ready Data Protection 

Needs,” IDC report, October 2017 

https://www.hpe.com/cloud/azure-stack
https://www.hpe.com/info/hybridcloud
https://www.hpe.com/cloud/azure-stack
https://www.commvault.com/resource-library/59f0a2ba7cc571001d000069/idc-commvault-launches-hyperscale-software-hyperscale-appliance-and-scaleprotect-with-cisco-ucs-to-meet-scale-out-software-defined-cloud-ready-data-protection-needs
https://www.commvault.com/resource-library/59f0a2ba7cc571001d000069/idc-commvault-launches-hyperscale-software-hyperscale-appliance-and-scaleprotect-with-cisco-ucs-to-meet-scale-out-software-defined-cloud-ready-data-protection-needs
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HPE environment 
Leveraging the Hewlett Packard Enterprise Azure Stack Innovation Centers in Bellevue, Washington, validation tests were performed. HPE is 
the only OEM vendor with dedicated centers to conduct Microsoft Azure Stack meetings, demos, and proof-of-concept activities with 
multiple locations worldwide. HPE deployed the HPE ProLiant for Microsoft Azure Stack environment for testing as described in Figure 1.  

The validation environment utilized two 4-node Microsoft Azure Stack instances deployed on HPE ProLiant DL380 Gen9 based 
configurations. A separate HPE DL360 jump host was used for accessing and testing, and acted as the host for the Commvault Media Server 
virtual machine and the Commvault MediaAgent running as virtual machines. Additionally, the Commvault Virtual Server Agents were 
deployed to tenant virtual machines on each of the two Azure Stack instances with necessary networking made to ensure Commvault Media 
Server and Agents can communicate to the Tenant virtual machines on each Azure Stack instance. 

 

Figure 1. Hardware and software configuration overview 



Technical white paper Page 4 

 

Commvault blueprint for Azure Stack Data Protection 
Commvault helps customers migrate with confidence, protect the value of data, and optimize their hybrid cloud. Commvault Data Platform 
lets customers adopt the cloud on their terms. Customers can back up to local datastores, network datastores, backup devices, and cloud 
backup providers (see Figure 2). 

Commvault Data Protection provides a comprehensive data management solution for protecting and recovering Azure Stack Virtual 
Machines, applications, databases, and blob storage. There are two methods for data protection and recovery of Azure Stack Virtual 
Machines: the Virtual Server Agent (VSA) for Azure Stack and the Commvault agents for applications and databases. 

The Commvault VSA for Azure Stack provides agentless backup and recovery of Azure Stack Virtual Machines by leveraging the 
Azure Stack APIs. The VSA provides a simplified data protection methodology to quickly and easily protect and recover Azure Stack Virtual 
Machines including the underlying blob storage, operating system, and data disks, and the network configuration. Application and database 
plug-ins (Intelligent Data Agents [iDA]) can be deployed within virtual machines to provide integrated application and database recovery as 
needed. For Azure Stack blob storage, the Commvault Cloud agent can be deployed to protect and recover Azure Stack blob storage. 

 

Figure 2. Example of Commvault backup and recovery approaches 
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Validation test 1: Backup and recovery of virtual machine 
Within the HPE environment, the two Azure Stack deployments were designated as MAS2 and MAS6. Two virtual machines were deployed 
on MAS2 to be used as Commvault VSA proxies and connected to Commvault Server and MediaAgent. The Commvault Data Platform 
provides a single, consistent platform to natively back up, archive, and recover data and applications across Azure and Azure Stack.  

IT professionals can modernize core-business applications with deep application support to back up and recover critical business data while 
complying with data sovereignty regulations and in-country data requirements.  

Two separate tests performed were 

1. Successful backup of Azure Stack D4 virtual machine from both MAS2 and MAS6 separately 

2. Successful recovery of a virtual machine backed up from MAS6 virtual machine to MAS2 

 

Figure 3. Example of Commvault backup and recovery 
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Validation test 2: Live replication of virtual machine between Azure Stack instances 
Microsoft Azure Stack brings the power of the Azure Public Cloud to enterprise data centers, delivering cloud scale economics and speed. 
The benefits of Azure Stack to enterprises and managed service providers can be enhanced by adding enterprise data protection capability 
to the Azure Stack environment with features such as replication. The Commvault Data Platform adds the ability to replicate virtual 
machines between Azure Stack environments. DR replication was validated by replicating a virtual machine from MAS6 to MAS2 using 
Commvault Live Sync. 

 

Figure 4. Example of Commvault Live Sync 

Tests performed were 

1. Configure live replication schedule for a virtual machine running on MAS6 to MAS2 

2. Successful verification of replicated virtual machine on MAS2  
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Validation test 3: Backup of blob storage between Azure Stack instances  
Businesses and enterprises like to keep data in Microsoft Azure Blob storage, as it provides a high level of security and has one of the lowest 
prices for data storage on the market. Azure Blob storage is designed for keeping frequently accessed valuable data. Hence, successful 
backup and recovery is a requirement. 

To validate, Commvault capability tests performed were 

1. Successful backup of data in blob storage container from MAS6 with schedule 

2. Successful verification of backed up data within blob storage container on MAS2 

 

Figure 5. Example of Commvault and blob storage backup and recovery 

Summary 
Hewlett Packard Enterprise is working with key partners to engineer advanced data protection solutions that are validated in the Microsoft Azure 
Stack environment and that seamlessly support an existing backup environment. While we did not go into all aspects of data protection features in 
this paper, our goal was to highlight key data protection features and aspects of an Azure Stack Data Protection solution. 

Hybrid cloud transformation is rapidly being adopted and will be a highly popular on-premises solution enabling cloud adoption. Microsoft 
Azure Stack will be a major hybrid cloud solution that requires solutions to protect data in a manner expected by enterprise customers.  

HPE and Commvault are working together on additional solutions that are hybrid-cloud-ready similar to the solutions highlighted in this 
white paper. As cloud and hybrid cloud evolve, there will be business requirements, new regulations, along with additional security and 
compliance issues, which will strengthen the HPE-Commvault relationship as both companies focus on hybrid cloud solutions such as 
Microsoft Azure Stack. 

 

https://www.hpe.com/info/hybridcloud
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Resources  
HPE ProLiant for Microsoft Azure Stack 
hpe.com/azure-hybrid-cloud 

Commvault 
commvault.com 

Commvault VSA for Azure Stack Deployment Guide 
VSA for Azure Stack Deployment Guide 

HPE GreenLake consumption services 
hpe.com/greenlake 

HPE Pointnext 
hpe.com/pointnext 

Learn more at 
hpe.com/us/en/solutions/transform-hybrid.html  

http://www.hpe.com/info/getupdated
https://www.hpe.com/global/hpechat/index.html?jumpid=Collaterals_a00050798ENW
http://www.facebook.com/sharer.php?u=http://www.hpe.com/h20195/V2/GetDocument.aspx?docname=a00050798ENW
http://twitter.com/home/?status=HPE%20ProLiant%20for%20Microsoft%20Azure%20Stack%20and%20Commvault%20data%20protection+@+https://www.hpe.com/h20195/V2/GetDocument.aspx?docname=a00050798ENW
http://www.linkedin.com/shareArticle?mini=true&ro=true&url=https://www.hpe.com/h20195/V2/GetDocument.aspx?docname=a00050798ENW&title=HPE%20ProLiant%20for%20Microsoft%20Azure%20Stack%20and%20Commvault%20data%20protection+&armin=armin
https://www.hpe.com/us/en/solutions/cloud/azure-hybrid-cloud.html
http://www.commvault.com/
https://imap.commvault.com/webconsole/embedded.do?url=https://imap.commvault.com/webconsole/api/drive/publicshare/346714/file/681f8573fe134a6c856489574402fc5d/action/preview&downloadUrl=https://imap.commvault.com/webconsole/api/contentstore/publicshare/346714/file/681f8573fe134a6c856489574402fc5d/action/download
https://www.hpe.com/us/en/services/it-consumption.html
http://www.hpe.com/pointnext
https://www.hpe.com/us/en/solutions/transform-hybrid.html

	Introduction
	HPE and Commvault enable rapid hybrid cloud backup and disaster recovery
	White paper goals

	HPE environment
	Commvault blueprint for Azure Stack Data Protection
	Validation test 1: Backup and recovery of virtual machine
	Validation test 2: Live replication of virtual machine between Azure Stack instances
	Validation test 3: Backup of blob storage between Azure Stack instances

	Summary
	Resources
	Learn more at
	hpe.com/us/en/solutions/transform-hybrid.html



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU ([Based on 'Hires pdf'] [Based on 'Hires pdf'] [Based on '[PDF/X-1a:2001]'] Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks true
      /IncludeInteractive true
      /IncludeLayers true
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


